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GROUP ORDER 3430.1A

et
From: Commanding Officer
To: Distribution List , f

Subj: Standing Operating Procedures for Electronic Warfare

Ref: (a) FMFPacO P03430.1D (NOTAL)
{b) WgO P03430.4A (NOTAL)

Encl: (1) Definitions of Electronic Warfare Terms

1. Purpose. To establish an aggressive and comprehensive
electronic warfare program within Marine Aircraft Group 12 under
the policies and procedures set: forth Ain the references.

2. Cancellatlon. GruO P03430 l.

. SR R TSN SN N O
3. Informatlon., Modern warfare s characterlzed by-. hlgh tech
weapons and communication systems. Air and ground radars, missile
tracking/guidance systems, radios, satellite/data links, and
-navigation aids are:.tools of:modern warfarevwhich:operate in a: %~
medium known as the electromagnetic spectrum. Electronic warfare
encompasses the friendly use of the electromagnetlc spectrum whlle
effectively denying its use to our adversaries. .-

4. Policy. MAG-12's capability for electronic warfare is a
combat asset and shall be subject to the electronic (ELSEC) and
communication (COMSEC) security measures outlined in the:
references, and includes the security measures stated below:

a. Radiation of electronic equipment shall be kept to the
minimum required to accomplish the mission. Intercept of such
radiation by communist bloc countries is more apt to occur while
operating in WestPac than in CONUS.

b. During peacetime, active ECCM techniques will not be used
when communist bloc jamming or ECM is encountered.

c. All incidents of meaconing, interference, jamming, and
instrusion (MIJI) shall be reported within 12 hours in accordance
with the Flight Information .Publication (FLIP) General Plannxng,
chapter 5, and Wg0 P03430.4A, chapter 4. S

d. For VMAQ-2 detachments, ECM restrictions regarding
peacetime modulations and frequencies shall be the same as



CLITenLTLy prlluligaloc Ly LLE parent squadliin it nyl rulésu. 4,
whichever 1s more restrictiive.

5. Lblectrouic Wariare Frogram. The LW prograin colsists ol

the instructions ccntained in the references, this Group Oraer,
and the training programs established by the Group and Sguadron
Electronic Warfare Officers. The conduct of the kW program is

the responsibility of MAG-12Z COperations and is managed by the
Group LWO.

6. hesponsibilities. The responsibilities outlined in tliis
raragraph are the minimum to be accomplishea.

a. MAG-12Z EWO shall:

(1) Keep the Group CO and staff abreast of the latest
developments in EW as it applies to combat readiness.

(2) Keep the Group CO and staff sppraised of the
capabilities and readiness of the Group EW assets.

(3) Coordinate with the 1lst.MAW EWO to.ensure.maximum EW
training is derived from EW assets 1nvolved in WESTPAC exercises.

{4) Ensure adequate tralnlng alds and 1hfotmat10n 1s
available to. squadron EW. Offlcers\foratralnlng of.; squadron
personnel. - - R TS St =i 22 = LT . :

AR

(5) Monltor squadron EW tra1n1ng programs”

(6) Ensure contlnuous support of the MIJI program 1nf~
accorGgance with existing publications.. = . s T .

(7) Submit the. follow1ng reports in accordance with
reference (b): L ‘

(a) EW Lessons Learned Report

(b} Operational Status of U.S. Noncommunication
Electronic Egquipment Report

{(c) PACOM ELINT REPCRT-1 -
{d) Jamming Effectiveness Keport

(8) Maintain current EW plans, operations orders and
pclicies pertaining to this command..

(8) Ensure approval is granted and proper coordination
accomplished with appropriate authorities prior to ECM operations.
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b. MAG-12 S-2 shall:

(1) Coordlnate with VMAQ-2 Det Tactlcal Electronlc
Reconnaissance Proce331ng .and *Evaluation System {TERPES) in .-
maintaining a curreént’ Electronlc ‘0rder of Battle (EOB) to
support contlngency plan-' nd‘as 1st 1n the preparatlon of
threat briefs.- R # i i s

c. Squadron’ Commanders:shall*‘»if NERR PR
(1) Assign, 1n wr1t1
designation to the Group EWO

Jn EWO and forward a: copy of thlS LR

(2) Incorporate EW- tralnxng in the profess:onal tralnlng
of personnel under their ‘command “who ‘operate aircraft,. tactical
.vehicles, electronic radiating {(RF. radiation) equlpment, and those
persons responsible for’ tactlcal m13510n plannlng. P

.‘t

Ped ia-';# vmo-z ‘Det” sha;u-_;'" o

: o (3) Haintain a’ currenthOB to support contlngency plans
.Mw1th1n the capabilities of TERPES anﬂ the Tactlcal EA 6B MlSSlon'

(4) Haintain a c1a351f1ed and non~c1a551f1ed EW
"capabilities briei of the EA—GB and US/Sov1et EWzdoctrlnes.J,

!

“Training. Units withln thlS command w111 conduct a ‘minimum
of 3 hours of BW training per quarter as-—it pertains to their
respective missions. ‘Additionally, radlo operators will receive a
ninimum of 2 hours ECCM training per quarter.. Squadron/detachment
EV Officers will ensure that .EW ; tralnlng-ls,properly recorded
- ELACIE 48 At GLuzl:’hf maatimerag TR N
' Cblllnders,Jstaff*offlcers, and ‘mission plannersi?
should receive. regularEW' tralnlng inthe following areas: '+

(1) EW planning con31derat10ns, proper ‘employment
of EW assetl. nud the use=of electronlc cover: and deceptlon. e

e (1) /W doettinefﬂorganlzatlonf eqnlpment andwtaetlcs
.associated uith sdversary armed: forces., = = e
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(3) Capabilities and limitations of electronic equipment
and systems in an ECM environment.

(4) Emission control (EMCON) procedures.
(5) ECM capabilities of potential adversaries.

b. Aircrews should receive, as a minimum, regular EW training
in the following areas:

(1) MIJI reporting requirements.

(2) EMCON, COMSEC, and SIGSEC proce&ures.

(5) RHAW indications and interpretation,

(ﬁ)IOPeration of aircraft systems in an ECM environment.

(5) ECCM techniques and capabilities of their aircraft
systems. : _ . : :

W e ke PR

C. . EH tralnlng services avallable.; Requests for the e

_ foilowing serv1ces/fac111t1es should be routed through the Group
L 8—30%- EE DL Dong g S ES

[N s J,‘{a_ F2 R FTEY K gy Ay

=

.(1) fwldﬂéﬁrlhe éﬁd capabllltles brlef of the. EA—6B is
' “‘maintained by the VMAQ 2 Det and is.available to- any unit.
| (2) TERPES and TEAMS can. prov1de mission plannlng

services; EOB, tactical profile analysis, computer generated route
charts and radar shadow zones.,

(3) A Radar Warnlng (RHAW) Tralner is malntalned by the
Group EWO in the S-2 Tactical Operations Center. Aircrew are

encouraged to utilize this trainer for general proficiency and
mission planning.

(4) Pilsung EW range; (RK)R-110, prq#ides_éﬁ,EW-tAf
environment located within a tactical bombing complex. Range
procedures and pertinent information can be found:-in-the ACCR:

55-5. Requests for this range shall be routed.through -the-.
Group S-3.

(5) Crow Valley, (RP)R-58, provides an EVW environment
located with bombing targets. Range procedures and pertinent
information can be found in COMUSFAC-SUBICINST 3500.1. Requests
for this range shall be routed .through the Group S-3. )
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T . .8, Action. Un1£7dommanders and staff officers will provide
-Recommendatlons or- comments

‘the EW:.program. .-
' AMFOr LT 1n1ng~ava11ab1e shall be forwarded

full: support;:t
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STANDING OPERATING PROCEDURES FOR ELECTRONIC WARFARE

DEFINITIONS OF ELECTRONIC WARFARE TERMS

1. Burn Through. The distance -at which the signal to noise
ratio is greater than one..: A radar is expected to be able to
' detect an aircraft at this.distance despite the presence of -
electronic jamming support.

, 2. Communlcatlons Securlty (COMSEC). The protection resultlng :

. from all measures designed to deny unauthorized persons _ - SR

' _information of value which might be derived from the: posse531on -
:...and study of telecommunications,. or. to, mislead unauthorlged person
in the1r 1nterpretatzon of- the results of such. a study.

g e

. 3. Ducting An atmospherlc phenomena whlch results in unusually
‘v . "“long propagation: distancesﬂof electromagnex1c4energy along.a:
. thermal layer. Ducting’ ‘allows "an increase in radar detectlon
ui‘*‘”:grange within' the . thermal: duct,: Passive intercept of, radar, 31gnals

o e

P2 -m

*isialso: possible.at longer;.than; usual dlstances when both trans— _
“mltter -and- recelver are: wzthln the duct.' . o

L ida_r r.1z AL

ﬁ,LElectro-O ticij

leghtgtnrfv1cenweraa,,n;bh tpefpﬁe;'
example ofzan=E0Hdevicegas a.JdN¥.x

.- 5= Bleet . ) ﬁ.-;,
~—*Wcat10ns electronic devices to~1nclude 51te de51gnaﬁl_n;\nomencla—.
- ture; rlocation,: siteffunctzon sand other pertlnent 1nformat10n.

6. Electronic Warfare (EW). The mllltary action 1nvolv1ng
~ the use :of: electronagnetic .energy .to:.determine, .exploit, reduce or
prevent hostile use of the" electromagnetlc spectrum, whlleﬁ,a;,-

retaining its use by friendly forces. . .. - o

7. Electronic Counter Heasufés (ECM). " The division of EW
involving actions taken to reduce.or prevent hostile use of the
urwelectromagnetic spectrum, This is commonly known .as "jamming."

.8.' Electronic Coggtor Counter Measuresx (ECCM) N Tﬁé'&ivisiéh!-
of EW involving actions taken to ensure friendly use of the
electromagnetic .p.ctrun in the presence of-hostile ECM or to:

combat the enemy's attempts to collect information from friendly .
friendly electromagnetic radiation.

ENCLOSURE (1)
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9. Electronic Support Measures (ESM). . The division of EW .
‘1nvolv1ng actlons taken ‘o 1ntercept,:1dent1fy% 1ocate and derlve

J&_gcapabillty o degect~‘
i om. frlendly emltte'

12., Electronlc Securlty (ELSEC}
?from-all'measures ‘designed.ito deny:
+of value ‘which’ mlght ~be.derived fromi thelr 1ntercept and study of
.noncommunicatlons‘electromagnetlc radlatlons, such as radars.

ammlng,‘Interference (MIJI)

ﬂnav1gationa For example;_
bearings to be«obtalned by:

+ ‘_- .'.t({',-f

fﬂ, c :“Jamming -’The dellberate radlatlon, reradlatlon, or
reflectlon of - electromagnetlc energy ‘with the-object of 1mpalr1ng
-the use¢of electronlc dev1ces, equlpment,_or systems belng used
by an enemy. L - i : : .

' d. Interference. -kﬁylﬁafmfhi”rediatiEE, the source of
- which cannot be p051t1ve1y 1dent1f1ed -as locally generated
“spurious’ signals or technlcal dlfflcultles, or other readlly.

i'ldentifi-ble and ea511y correctable sources.

.

_1& Radar Horizbn., The
target*via line-of~ s1ght
Qvearth afid altitudes of .the;
-“the radar and the target

ENCLOSURE (1)
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- .16, Signal-te- N01se Ratio. Measured at the receiver antenna
of a radar, it is“the ratio of the strength of a radar's reflected -

'energy ‘to that of-“the 3amm1ng present
than ‘one, . burn" throughYOCCurs.,k-
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